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Real or ? 

Thanks to the advancement of computational systems and the emergence of large datasets, in recent decades,

artificial intelligence knowledge and its applications in various sciences have grown rapidly.

In the past few years, a new type of algorithm called Generative Adversarial Network (GAN) has appeared that

allows us to generate artificial faces that are identical to real faces. GANs are a deep-learning-based generative

model. It can be described as an approach to generative modeling using deep learning methods, such as

convolutional neural networks. The GAN architecture was first described in the 2014 paper by Ian Goodfellow, et al.

titled “Generative Adversarial Networks”. [1]

This algorithm is currently widely used in various examples, including the generation of new faces for marketing

campaigns, video processing, increasing the resolution of images, as well as in entertainment applications. GAN

lets you generate artificial faces that look like real ones

I
n

t
r

o
d

u
c

t
io

n
 

Introduction :



The similarity of the images generated by GAN to the real photos has raised many concerns, because it can be used

for unethical or illegal activities.

As a result of these concerns, numerous algorithms have been developed by researchers to differentiate between

generated and real images. However, by reviewing the literature, we realize that the human ability to

understand and recognize generated images remains relatively unexplored.

In this study, we examine how well people are able to recognize, distinguish, and memorize real, fake and edited

faces.
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Real or ? 



With the availability of generative technologies to all people, there is also the concern of misusing this generated

data. Below are some highlights from researchers about the potential problems of this technology:

“Deep learning advances however have also been employed to create software that can cause threats to privacy,
democracy and national security. One of those deep learning-powered applications recently emerged is deepfake.
Deepfake algorithms can create fake images and videos that humans cannot distinguish them from authentic ones.
The proposal of technologies that can automatically detect and assess the integrity of digital visual media is therefore
indispensable.”[2]

“Computer graphics techniques for image generation are living an era where, day after day, the quality of produced
content is impressing even the more skeptical viewer. Although it is a great advance for industries like games and
movies, it can become a real problem when the application of such techniques is applied for the production of fake
images.”[3]
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Problem Statement :

Real or ? 



Problem Statement :

“The first deepfake video emerged in 2017 where face of a celebrity was swapped to the face of a porn actor. It is
threatening to world security when deepfake methods can be employed to create videos of world leaders with fake
speeches for falsification purposes [4–6].

Deepfakes can be abused to cause political or religion tensions between countries, to fool public and affect results in
election campaigns, or create chaos in financial markets by creating fake news [7–9].

It can be used to generate fake satellite images of the Earth to contain objects that do not really exist to confuse
military analysts, e.g., creating a fake bridge across a river although there is no such a bridge in reality. This can
mislead a troop who have been guided to cross the bridge in a battle [10, 11].” [2]

The use of deepfakes can also be positive, such as in visual effects, digital avatars, snapshot filters, reviving lost voices,

or updating episodes of movies without reshooting them [12]. Among the many creative or productive impacts that

deepfakes can have on photography, video games, virtual reality, movie productions, and entertainment are realistic

video dubbings of foreign films, reanimations of historical figures for education, and virtual clothing try-ons for

shopping [13, 14]. Despite this, the number of malicious uses of deepfakes greatly outweighs those that are

beneficial., therefore finding the truth in digital domain has become increasingly critical. [2]
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To solve this potential problem, there have been numerous methods and tools proposed to detect computer 

generated photos from real photos. Most of them are based on deep learning. [2]

However, according to the literature review, it has been clear that the human ability to recognize generated images, 

as well as how humans perceive and communicate emotionally with the generated photos, has not been adequately 

explored. 

In this project we examine how well people are able to recognize, distinguish, memorize and perceive real and fake 

faces.
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Deepfake detection methods: 
Source: https://doi.org/10.1016/j.cviu.2022.103525

https://doi.org/10.1016/j.cviu.2022.103525
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 Method and Design: 

An online platform called RealorFake was developed to collect the opinions of the respondents

(https://realorfake.netlify.app). It is a two-page website based on the Bare- Bootstrap Starter Template, which

was customized according to the project's needs and the author's taste. Netlify.com is used to publish the

website.

The first page of the website gives introductory information about the project and its purpose. On the second

page, there is a survey form. To run the survey, we used Google Forms, an easy-to-use and reliable form.

The online method is chosen because it is practical and accessible. Nowadays, computers and the Internet are

part of our daily lives. Therefore, more people will have the opportunity to participate, and each participant will

be able to choose when and where to participate based on their own preferences.

The online platform:

Real or ? 



The survey form has three sections. The first section is a “linear test” which means the participant will make a
decision based only on one picture. In this section, they have to answer two multiple-choice questions. The first
question is " Do you think this person is real?”, and the second question is asking if they can tell which part of the
photo is making them believe the photo is not real.

In the second section, the goal is to find out how memorable the photos are to the participants and therefore a
"comparison test" is done, which means an entire table of all the photos is shown and the participants must
choose which one is most memorable to them.

The third section is designed to collect respondents’ feelings and perceptions in terms of "trust". This section is
also conducted with a "comparative test", which shows the entire set of photos and asks the question " Which
Face do you trust more?".

- Questions : 
- Do you think this person is real?
- If you think this photo is fake or edited, which part of photo makes you think so?
- Which Face do you remember best(Memory)?
- Which Face do you trust more (Perception)?

The survey form:
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The photos in this project are categorized into three groups of three each. A total of nine photos 

were shown to respondents. The first group is real people, the second group is real photos that 

are edited by software like Photoshop. The third group is photos that are computer generated and 

the people do not exist in real life! 

All pictures were taken from open-source databases. For computer-generated faces, the website 

“This Person Does Not Exist” (https://thispersondoesnotexist.com/) is used and, for real faces: 

FFHQ dataset (https://github.com/NVlabs/ffhq-dataset). In choosing the photos, age, gender, and 

skin color were taken into consideration.

The Photos: 

Real or ? 
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https://thispersondoesnotexist.com/
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Result Real or ? 



This Photo is real.

Real or ? 



This Photo is real.

Real or ? 



This Photo is real.

Real or ? 



This Photo is real but edited.

Real or ? 



This Photo is real but edited.

Real or ? 



This Photo is real but edited.

Real or ? 



This Photo is fake and the person does not exist.

Real or ? 



This Photo is fake and the person does not exist.

Real or ? 



This Photo is fake and the person does not exist.

Real or ? 



Real or ? 
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Result :

First section of questionnaire: 

A total of 55 participants participated in the survey. According to the results, the most incorrect answers are those related

to the recognition of fake (computer-generated) photos, where the majority of respondents were not able to recognize 

them as being fake. When it comes to choosing a fake or edited picture, the skin is the most common reason cited.

Real or ? 

Table 1: Summary of the respondents’ answers in percentage. 



Second section of questionnaire: 

The result of the second section

shows that the picture of an old man

who is a real photo has the highest

percentage of memorable pictures

with 28.8%, but a fake photo is the

second with 19.2%. The next two

memorable pictures are edited

photographs, each with the same

percentage of 11.5%.

Real or ? 

Fake photo
19.2 %

Real but edited photo
11.5%

The most memorable Person 
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Real photo
28.8 %



Third section of questionnaire: 

In this section, participants gave a

computer-generated photo the

highest level of trust with 49%, while

the second most trustable photo was

also a fake photo with 16.3%, and the

third photo, which is a real photo,

received only a 10.2% trust rating.

Real or ? 

Real photo
10.2%

The most trustable  Person 
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Fake photo
49 %

Fake photo
16.3 %



Conclusion:

Based on the results, it can be concluded that respondents were most likely unable to recognize

fake (computer-generated) photos but could recognize edited photos fairly well. One of the

most common reasons for choosing a fake or edited picture is the skin, and respondents are

relatively able to distinguish a non-real or altered skin from a real one. It could be considered a

positive sign that the most memorable person was a real photo, according to the part two of the

survey. In spite of this, most respondents chose fake photos over real ones when it comes to

trust. This may indicate that people can develop positive feelings towards fake photos.
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